III. Big tech in finance: opportunities and risks

Key takeaways
•

The entry of large technology firms (“big techs”) into financial services holds the promise of efficiency
gains and can enhance financial inclusion.

•

Regulators need to ensure a level playing field between big techs and banks, taking into account big
techs’ wide customer base, access to information and broad-ranging business models.

•

Big techs’ entry presents new and complex trade-offs between financial stability, competition and data
protection.

Technology firms such as Alibaba, Amazon, Facebook, Google and Tencent have
grown rapidly over the last two decades. The business model of these “big techs”
rests on enabling direct interactions among a large number of users. An essential
by-product of their business is the large stock of user data which are utilised as
input to offer a range of services that exploit natural network effects, generating
further user activity. Increased user activity then completes the circle, as it generates
yet more data.
Building on the advantages of the reinforcing nature of the data-networkactivities loop, some big techs have ventured into financial services, including
payments, money management, insurance and lending. As yet, financial services
are only a small part of their business globally. But given their size and customer
reach, big techs’ entry into finance has the potential to spark rapid change in the
industry. It offers many potential benefits. Big techs’ low-cost structure business can
easily be scaled up to provide basic financial services, especially in places where a
large part of the population remains unbanked. Using big data and analysis of the
network structure in their established platforms, big techs can assess the riskiness
of borrowers, reducing the need for collateral to assure repayment. As such, big
techs stand to enhance the efficiency of financial services provision, promote
financial inclusion and allow associated gains in economic activity.
At the same time, big techs’ entry into finance introduces new elements in the
risk-benefit balance. Some are old issues of financial stability and consumer
protection in new settings. In some settings, such as the payment system, big techs
have the potential to loom large very quickly as systemically relevant financial
institutions. Given the importance of the financial system as an essential public
infrastructure, the activities of big techs are a matter of broader public interest that
goes beyond the immediate circle of their users and stakeholders.
There are also important new and unfamiliar challenges that extend beyond the
realm of financial regulation as traditionally conceived. Big techs have the potential
to become dominant through the advantages afforded by the data-networkactivities loop, raising competition and data privacy issues. Public policy needs to
build on a more comprehensive approach that draws on financial regulation,
competition policy and data privacy regulation. The aim should be to respond to
big techs’ entry into financial services so as to benefit from the gains while limiting
the risks. As the operations of big techs straddle regulatory perimeters and
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geographical borders, coordination among authorities – national and international
– is crucial.
This chapter begins with a description of big techs’ inroads into finance. The
second section analyses the reasons for this entry and how big techs’ business
models can create competitive advantages over banks. The third section analyses
the potential effects of big techs on financial intermediation and the final one
discusses possible implications for public policy.

Big techs in finance
The activities of big techs in finance are a special case of broader fintech innovation.
Fintech refers to technology-enabled innovation in financial services, including the
resulting new business models, applications, processes and products.1 While fintech
companies are set up to operate primarily in financial services, big tech firms offer
financial services as part of a much wider set of activities.
Big techs’ core businesses are in information technology and consulting
(eg cloud computing and data analysis), which account for around 46% of their
revenues (Graph III.1, left-hand panel). Financial services represent about 11%.
While big techs serve users globally, their operations are mainly located in Asia and
the Pacific and North America (right-hand panel). Their move into financial services
has been most extensive in China, but they have also been expanding rapidly in
other emerging market economies (EMEs), notably in Southeast Asia, East Africa
and Latin America.
In offering financial services, big techs both compete and cooperate with banks
(Table III.1).2 Thus far, they have focused on providing basic financial services to
their large network of customers and have acted as a distribution channel for thirdparty providers, eg by offering wealth management or insurance products.

Financial services are a small part of big tech business
In per cent

Graph III.1

Big techs’ revenues by sector of activity1
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Financial activities of selected big tech firms
Main geographical
area of activity

Table III.1
Payments

Money market
funds and
insurance

Credit

Emerging market economies
Alibaba/Alipay, Tencent

China



/√



Baidu

China



/√

√

Vodafone M-Pesa

East Africa, Egypt and India



√

Mercado Libre

Argentina, Brazil and Mexico





Samsung

Korea

√

GO-Jek, Ola Cabs

Southeast Asia



Grab

Southeast Asia



√



KT

Korea

√



/√

Kakao

Korea

/√

/√

Advanced economies
Google

Worldwide

√

/√

Amazon, eBay/PayPal

Worldwide

√

√

Apple, Facebook, Microsoft

Worldwide

√

Orange

France

√

Groupon

Worldwide



Line, Rakuten

Japan







NTT Docomo

Japan





√

√

 indicates new entities and operations introduced outside the traditional financial and banking network. √ indicates the provision of services
as overlays on top of, or in collaboration with, existing financial institutions (especially banks and credit card providers).
Sources: Financial Stability Board; S&P Capital IQ; public sources; BIS.

Payment services
Payments were the first financial service big techs offered, mainly to help overcome
the lack of trust between buyers and sellers on e-commerce platforms. Buyers want
delivery of goods, but sellers are only willing to deliver after being assured of
payment. Payment services like those provided by Alipay (owned by Alibaba) or
PayPal (owned by eBay) allow guaranteed settlement at delivery and/or reclaims by
buyers and are fully integrated into e-commerce platforms. In some regions with
less developed retail payment systems, new payment services emerged through
mobile network operators (eg M-Pesa in several African countries). Over time, big
techs’ payment services have become more widely used as an alternative to other
electronic payment means such as credit and debit cards.
Big techs’ payment platforms currently are of two distinct types. In the first
type, the “overlay” system, users rely on existing third-party infrastructures, such as
credit card or retail payment systems, to process and settle payments (eg Apple
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Pay, Google Pay, PayPal). In the second, users can make payments which are
processed and settled on a system proprietary to the big tech (eg Alipay, M-Pesa,
WePay).
While big techs’ payment platforms compete with those provided by banks,
they still largely depend on banks. In the first type, directly so; in the second, users
Financial services are a small part of big tech business
require a bank account or a credit/debit card to channel money into and out of the
In per centBig techs then hold the money they receive in their own regular bank
Graph III.1
network.
accounts and transfer it back to users’
bank accounts when users request repayment.
Big techs’ revenues by sector of activity1
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Mobile payments and bank accounts1
Graph III.2
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difficult for senders to verify receipt of funds. Some big techs have started to offer
(near) real-time transfers at relatively low cost. Examples include the remittance
service between Hong Kong SAR and the Philippines offered by Alipay HK (a joint
venture of Ant Financial and CK Hutchison) and GCash (operated by Globe
Telecom). These cross-border transactions, however, still rely on a correspondent
banking network and require collaboration with banks. Other big techs (eg Facebook)
are reportedly considering offering payment services for their customers on a
global basis.3

Money market funds and insurance products
Big techs use their wide customer network and brand name recognition to offer
money market funds and insurance products on their platforms. This business line
capitalises on big techs’ payment services. Big techs’ one-stop shops aim to be
more accessible, faster and more user-friendly than those offered by banks and
other financial institutions.
On big tech payment platforms, customers often maintain a balance in their
accounts.4 To put these funds to use, big techs offer money market funds (MMFs) as
short-term investments. The MMF products offered are either managed by
companies affiliated with the big tech firm or by third parties. By analysing their
customers’ investment and withdrawal patterns, big techs can closely manage the
MMFs’ liquidity. This allows them to offer users the possibility to invest (and
withdraw) their funds almost instantaneously.
In China, MMFs offered through big tech platforms have grown substantially
since their inception (Graph III.3, left-hand panel). Within five years, the Yu’ebao
money market fund offered to Alipay users grew into the world’s largest MMF, with
assets over CNY 1 trillion (USD 150 billion) and around 350 million customers.
Despite their rapid growth, MMFs affiliated with big techs in China are still
relatively small compared with other savings vehicles. At end-2018, total MMF
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Big tech and other fintech credit in selected jurisdictions1
Per cent

5

Graph III.4
US dollars

balances related to big techs amounted to CNY 2.4 trillion (USD 360 billion), only
about 1% of bank customer deposits or 8% of outstanding wealth management
products.
The expansion of big tech MMFs in China and in other countries has benefited
from favourable market conditions. For example, the launch of Yu’ebao coincided
with interbank interest rates exceeding deposit rates, allowing big techs to offer
higher rates. As rates declined recently, Yu’ebao’s assets stopped growing and even
saw reductions (Graph III.3, centre panel). Similarly, PayPal closed its MMF in 2011,
after interest rates in the United States fell to close to zero (right-hand panel).
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credit per capita, the total flow of fintech credit amounted to less than 3% of total
credit outstanding to the non-bank sector in 2017.
Big techs’ relatively small lending footprint so far has reflected their limited
ability to fund themselves through retail deposits. Big techs have some options to
overcome this constraint.
One is to establish an online bank. But in some countries, regulatory authorities
restrict the opening of remote (online) bank accounts. One example is China, where
the two Chinese big tech banks (MYbank and WeBank) rely mostly on the interbank
market funding and certificates of deposit (Graph III.5, left-hand panel) rather than
on traditional deposits. More recently, however, these banks have started to issue
“smart deposits” that offer significantly higher interest rates than other time
deposits and the possibility of early withdrawal at a reduced rate.
A second option is to partner with a bank. Big techs can provide the customer
interface and allow for quick loan approval using advanced data analytics; if
approved, the bank is left to raise funds and manage the loan. This option can be
attractive to big techs as their platforms are easily scalable at low cost and they
interface directly with the client. It may also be profitable for banks, as they can
gain an extra return – despite providing lower value added services.
A third option is to obtain funds through loan syndication or securitisation –
already a common strategy among fintech firms. For instance, Ant Financial’s gross
issuance of exchange-traded asset-backed securities (ABS) accounted for almost
one third of the total securitisation in China in 2017 (Graph III.5, right-hand panel).

Why do big techs expand into financial services?
Big techs have typically entered financial services once they have secured an
established customer base and brand recognition. Their entry into finance reflects
strong complementarities between financial services and their core non-financial
activities, and the associated economies of scope and scale.

Big tech banks in China rely more on non-core deposit funding
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Graph III.5
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Graph III.A

The DNA of big techs
Data analytics, network externalities and interwoven activities (“DNA”) constitute
the key features of big techs’ business models. These three elements reinforce each
other. The “network externalities” of a big tech’s platform relate to the fact that
a user’s benefit from participating on one side of a platform (eg as a seller on
an e-commerce platform) increases with the number of users on the other side
(eg buyers). Network externalities beget more users and more value for users. They
allow the big tech to generate more data, the key input into data analytics. The
analysis of large troves of data enhances existing services and attracts further users.
More users, in turn, provide the critical mass of customers to offer a wider range of
activities, which yield even more data. Accordingly, network externalities are
stronger on platforms that offer a broader range of services, and represent an
essential element in big techs’ life cycle (Box III.A).
Financial services both benefit from and fuel the DNA feedback loop. Offering
financial services can complement and reinforce big techs’ commercial activities.
The typical example is payment services, which facilitate secure transactions on
e-commerce platforms, or make it possible to send money to other users on social
media platforms. Payment transactions also generate data detailing the network of
links between fund senders and recipients. These data can be used both to enhance
existing (eg targeted advertising) and other financial services, such as credit scoring.
The source and type of data and the related DNA synergies vary across big
tech platforms. Those with a dominant presence in e-commerce collect data from
vendors, such as sales and profits, combining financial and consumer habit
information. Big techs with a focus on social media have data on individuals and
their preferences, as well as their network of connections. Big techs with search
engines do not observe connections directly, but typically have a broad base of
users and can infer their preferences from their online searches.
The type of synergies varies with the nature of the data collected. Data from
e-commerce platforms can be a valuable input into credit scoring models, especially
for SME and consumer loans. Big techs with a large user base in social media or
internet search can use the information on users’ preferences to market, distribute
and price third-party financial services (eg insurance).
Although large banks have many customers and offer a wide range of services
too (eg distribution of wealth management or insurance products, mortgages), so
far they have not been as effective as big techs at harnessing the DNA feedback
loop. Payments aside, banks have not exploited activities with strong network
externalities. One reason is the required separation of banking and commerce in
most jurisdictions.6 As a result, banks have access mostly to account transaction
data only. Moreover, legacy IT systems are not easily linked to various other services
through, for instance, application programming interfaces (APIs).7 Combining their
advanced technology with richer data and a stronger customer focus, big techs
have been adept at developing and marketing new products and services. The main
competitive advantages and disadvantages of large banks versus big techs are
summarised in Table III.2.

Big techs’ impact on financial services
Big techs’ DNA can lower the barriers to provision of financial services by reducing
information and transaction costs, and thereby enhance financial inclusion.
However, these gains vary by financial service and could come with new risks and
market failures.
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Box III.A

Big techs’ life cycle

Big techs primarily create value as online multi-sided platforms (MSPs), by enabling and catalysing direct interactions
between two or more groups of users (eg buyers and sellers). The three main types of online platforms are social
networks, e-commerce platforms and search engines.
In contrast to traditional bilateral exchanges, users on each side transact with each other through the platform
– not with the platform. Social platforms, for example, allow people to connect to each other, and each member
benefits from a larger community. Online shopping websites enable their users to buy and sell a wide variety of
goods and services worldwide. A larger number of sellers reduces buyers’ search costs, and a larger number of
buyers expands sellers’ business opportunities. A typical feature of MSPs is the presence of network externalities: the
very fact that users participate on one side of the platform (eg buyers) increases users’ benefits on the other side
(eg sellers). One challenge is to attract users on both sides at the same time – a chicken-and-egg problem. Successful
platforms solve this problem by using specific price structures, which essentially consist in charging a lower fee to
the side that creates the most network externalities – and letting the side that benefits the most from the network
subsidise the other.
Big techs have so far followed a rather traditional corporate life cycle with three phases: birth, growth and
maturity (Graph III.A, left-hand panel). What makes them unique is the coincidence of several factors (ie the
collection of personal data on a large scale, network effects and a large number of activities) and the high speed at
which they reach maturity. Indeed, big techs, albeit young, have attracted – often in less than a decade – many more
customers than even the largest banks.
Once an MSP has attracted a sufficient mass of users on both sides, the emphasis is on increasing the number of
users further, and reaching the tipping point at which adoption rates accelerate and network effects kick in. Beyond
this point, growth can be very fast (Graph III.A, right-hand panel). More buyers bring more sellers – and vice versa –
and the MSP enjoys increasing returns to scale. The average cost of serving a user declines with the total number of
users. And users are willing to pay more for access to a bigger network. As a result, the platform’s margins improve.

Big techs’ life cycle: theory and practice
From big techs’ birth to maturity1

Graph III.A
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The firm’s life cycle described in the left-hand panel borrows from the synthesis of the literature by Miller and Friesen (1984). Given that big
techs are still new and rising firms, we purposely ignore the usual “decline” phase. MSP = multi-sided platform.
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Banks versus big techs – competitive advantages (+) and disadvantages (–)
Large banks
Data

Table III.2

Big techs

+ Verified/reliable customer data with a long history; – Mixture of verifiable and potentially less reliable
“soft” information from personal interactions with
customers; high importance of data privacy to
support customer trust.

data; shorter history of customer data; lower priority
placed on data privacy and protection.

+ Data on a very large number of customers;
technology and business model built to collect and
non-financial activities to collect data from;
merge data; network of customer interactions is a
transactional data often “one-sided”
(eg counterparty of transactions with another bank); key data dimension.
legacy technology limits data processing
capabilities.

– Small number of customers and limited range of

Network

+ Large number of financial activities and services

– Need to reach a large customer base to exploit

already provided.

network externalities.

– Strict regulatory limits on activities and use of data; + Significant network externalities due to wide range
higher marginal costs of serving additional
customers.
Activities

of non-financial activities; captive ecosystem with
potential high exit costs.

+ Advantages in high margin and complex products – Thus far limited or no footprint in key financial
requiring personal interaction (eg corporate finance,
investment banking); wider range of financial
services; access to large and relatively cheap
funding sources; experience in risk management.

services (eg mortgages, loans to medium and large
firms, insurance); funding limitations; lack of
regulatory and risk management experience and
expertise.

– Legacy IT systems are a barrier to using existing

+ Commoditisable services can be provided at near
data to offer new services (low economies of scope); zero marginal costs; pre-existing commercial
activities yield data that can be used to support new
activities limited to financial services.
services (high economies of scope).

Source: BIS.

Big techs’ potential benefits in lending activities
Besides the cost of raising funds, the cost of lending is closely tied to the ex ante
evaluation of credit risk and the ex post enforcement of loan repayments. To price
loans, banks must assess the riskiness of their borrowers, typically by gathering
information from various sources and building close relationships. To incentivise
borrowers to repay their loans and limit losses in case of default, banks monitor
borrowers or require collateral. As all this is costly and time-consuming, banks
require a compensation in the form of fees or interest rate spreads.8 Big techs’
access to and use of big data for screening and monitoring borrowers’ activity
reduce such costs, which can improve efficiency and broaden access to financing.

Screening and financial inclusion
The information cost may sometimes be so prohibitive that banks refrain from
serving borrowers – or do so only at very high spreads. This is true regardless of
whether the information is soft (communicated but difficult to quantify) or hard
(quantitative data that can be easily processed). Most at risk from exclusion are
borrowers who lack basic documentation or are difficult to reach, eg because they
are too remote geographically. For instance, many SMEs in developing economies
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do not meet the minimum requirements for a formal bank loan application, as they
often do not have audited financial statements.
As a result, big techs can have a competitive advantage over banks and serve
firms and households that otherwise would remain unbanked (Graph III.6, left-hand
panel). They do so by tapping different but relevant information through their
digital platforms.9 For example, Ant Financial and Mercado Libre claim that their
credit quality assessment and granting of loans typically involve more than 1,000
data series per loan applicant.
Recent BIS empirical research also suggests that big techs’ credit scoring
applied to small vendors outperforms models based on credit bureau ratings and
traditional borrower characteristics (Box III.B). All this could represent a significant
advance in financial inclusion and help improve firms’ performance.10 Although the
preliminary evidence is encouraging, it is still early to draw definitive conclusions
on the quality of those risk assessments. Most have been applied to very specific
forms of credit (eg small business credit lines), the comparisons do not include the
soft information available to banks and performance has not been tested through
full business and financial cycles. 11

Monitoring and collateral
The cost of enforcing loan repayments is an important component of total financial
intermediation cost. To reduce enforcement problems banks usually require
borrowers to pledge tangible assets, such as real estate, as collateral to increase
recovery rates in the case of default. Another mean is monitoring. Banks spend
time and resources monitoring their clients’ projects to limit the risk that borrowers
implement them differently from what was agreed initially. Through monitoring,
firms and financial intermediaries also develop long-term relationships and build
mutual trust, which makes defaulting less attractive for borrowers.

Big tech credit, asset prices and bank development
Big tech credit and banking sector development

Graph III.6
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Sources: J Frost, L Gambacorta, Y Huang, H S Shin and P Zbinden, “BigTech and the changing structure of financial intermediation”, BIS
Working Papers, no 779, April 2019; L Gambacorta, Y Huang, H Qiu and J Wang, “How do machine learning and non-traditional data affect
credit scoring? Evidence from a Chinese fintech firm”, mimeo, 2019; World Bank; Cambridge Centre for Alternative Finance and research
partners; company reports; BIS calculations.
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Box III.B

Big tech credit assessment: big data and artificial intelligence

Big techs’ lending decisions are linked to the processing of large quantities of information (big data) using advanced
analytical methods such as machine learning and network analysis (artificial intelligence). Big data relevant for
financial services obtained directly from big tech platforms include: (i) transactions (sales volumes and average
selling prices); (ii) reputation-related information (claim ratio, handling time, reviews and complaints); and (iii) industryspecific characteristics (sales seasonality, demand trend and macroeconomic sensitivity). This can be also enriched
by using non-traditional data obtained via social media and other channels.
The predictive power of the big techs’ scoring systems arises in large part from exploiting the network structure.
For instance, MYbank (Ant Financial group) uses network analysis of transactions to evaluate whether an entrepreneur
separates personal funds from business funds, which is one of the basic principles of good business conduct.
Preliminary evidence suggests that the use of more and more granular data with machine learning can help to
improve the predictive power of prepayment prospects, especially for small merchants that are typically not served
by banks. In the case of Mercado Libre, internal ratings are more granular (A to E) than those of the credit bureaus
in Argentina (low-risk to high-risk), which banks rely on but augment with other borrower characteristics and soft
information (Graph III.B, left-hand panel). However, as most of Mercado Libre’s clients are unbanked, the analysis
below is more specific to cases in which traditional soft information collected by banks is not available.

Credit assessment and big data analytics

Graph III.B
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The loss rate is the volume of loans more than 30 days past due relative to the origination volume. In its use to date, the internal rating of
Mercado Libre is better able to predict such losses. It segments the originations into five different risk groups versus the three clusters
identified by the credit bureau. The size of the dots is proportional to the share of the firms in the rating distribution. The horizontal blue lines
indicate the average loss rates for each credit bureau cluster. 2 True positive rates versus false positive rates for borrowers at different
thresholds for a logistic model with only the credit bureau score (I), a logistic model with the bureau score and borrowers’ characteristics (II),
and a machine learning model with the Mercado Libre credit score (III). A random model is included for comparison purposes. The ROC curve
shows that the machine learning model has superior predictive power to both the credit bureau score only and the credit bureau score with
borrower characteristics.
1

Source: J Frost, L Gambacorta, Y Huang, H S Shin and P Zbinden, “BigTech and the changing structure of financial intermediation”, BIS Working
Papers, no 779, April 2019.

For a given bureau rating (eg low-risk), the expected loss rate is strictly monotonic with the internal rating
(ie the patterns of the dots show that the internal rating increases with expected loss). Conversely, for a given
internal rating (eg C, D or E), the loss rate is not strictly monotonic with the credit bureau risk. For example, the dot
associated with internal rating D in the low-risk bureau category indicates a higher risk than the internal rating D in
the medium-risk bureau category. Moreover, the internal rating has a broader range, covering losses from 0.0 to
10.2%; the bureau rating ranges from 0.7 to 2.8%.
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Most importantly, by using the internal scoring model, Mercado Libre is able to provide credit to the profiles
assessed as high-risk by the bureau. The size of the dots in the left-hand panel of Graph III.B is proportional to the
share of the firms in the rating distribution; a substantial number of clients are in the credit bureau high-risk
category. Because banks use a mix of credit bureau information, hard information from financial statements and soft
information from loan officers, this segment may have much less access to traditional banking services. With its
more granular scoring model, Mercado Libre offers 30% of its credit to this category.
Further, the internal rating system based on machine learning techniques and data obtained from the e-commerce
platform can outperform simple models based on bureau score and borrower characteristics in predicting defaults
(Graph III.B, right-hand panel). That said, there are open questions as to whether this performance is superior to
bank models that use also soft information and can be sustained over full business and financial cycles.

 However, empirical evidence suggests that data from social networks may not have the same informational value for credit scoring
models. See S Freedman and G Z Jin, “The information value of online social networks: lessons from peer-to-peer lending”, NBER Working
Papers, no 19820, 2018.     See www.smefinanceforum.org/post/how-is-ant-financial-closing-the-sme-finance-gap-in-china.

Big techs can address these issues differently. When a borrower is closely
integrated in an e-commerce platform, for example, it may be relatively easy for a
big tech to deduct the (monthly) payments on a credit line from the borrower’s
revenues that transit through its payment account. In contrast, banks may not be in
the position to do so as the borrower can have accounts with other banks. Given
network effects and high switching costs, big techs could also enforce loan repayments
by the simple threat of a downgrade or an exclusion from their ecosystem if in
default. Anecdotal evidence from Argentina and China suggests that the combination
of massive amounts of data and network effects may allow big techs to mitigate
information and incentive problems traditionally addressed through the posting of
collateral. This could explain why, unlike banks’, big techs’ supply of corporate loans
does not closely correlate with asset prices (Graph III.6, right-hand panel).

Big techs’ potential costs: market power and misuse of data
Big techs’ role in financial services brings efficiency gains and lowers barriers to the
provision of financial services, but the very features that bring benefits also have
the potential to generate new risks and costs associated with market power. Once a
captive ecosystem is established, potential competitors have little scope to build
rival platforms. Dominant platforms can consolidate their position by raising entry
barriers. They can exploit their market power and network externalities to increase
user switching costs or exclude potential competitors.12 Indeed, over time big techs
have positioned their platforms as “bottlenecks” for a host of services. Platforms
now often serve as essential selling infrastructures for financial service providers,
while at the same time big techs compete with these providers. Big techs could
favour their own products and try to obtain higher margins by making financial
institutions’ access to prospective clients via their platforms more costly. Other
anticompetitive practices could include “product bundling” and cross-subsidising
activities.13 Given their business model, these practices could reach a larger scale for
big techs.
Another, newer type of risk is the anticompetitive use of data. Given their scale
and technology, big techs have the ability to collect massive amounts of data at
near zero cost. This gives rise to “digital monopolies” or “data-opolies”.14 Once their
dominant position in data is established, big techs can engage in price discrimination
and extract rents. They may use their data not only to assess a potential borrower’s
creditworthiness, but also to identify the highest rate the borrower would be willing
to pay for a loan or the highest premium a client would pay for insurance.15 Price
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discrimination does not just have distributional effects, ie raising big techs’ profits
at customers’ expense without changing the overall amounts produced and
consumed. It could also have adverse economic and welfare effects. The use of
personal data could lead to the exclusion of high-risk groups from socially desirable
insurance markets. There are also some signs that big techs’ sophisticated algorithms
used to process personal data could develop biases towards minorities.16
The idea that people’s preferences are malleable and are subject to influence
for commercial gain is not new.17 But the scope for such actions may be greater in
the case of big techs, due to their command over much richer customer information
and their integration into their customers’ everyday life. Anecdotal evidence indeed
suggests that big techs may be able to influence users’ sentiment without the users
themselves being aware of it.18

Public policy towards big techs in finance
Traditionally, financial regulation is aimed at ensuring the solvency of individual
financial institutions and the soundness of the financial system as a whole. It also
incorporates consumer protection goals. The policy instruments used to achieve
these goals are well understood, ranging from capital and liquidity requirements in
the case of banks to the regulation of conduct for consumer protection. When big
techs’ activity falls squarely within the scope of traditional financial regulation, the
same principles should apply to them.
However, two additional features make the formulation of the policy response
more challenging for big techs. First, big techs’ activity in finance may warrant a
more comprehensive approach that encompasses not only financial regulation but
also competition and data privacy objectives. Second, even when the policy goals
are well articulated, the specific policy tools should actually be shown to promote
those objectives. This link between ends and means should not be taken for
granted. This is because the mapping between policy tools and the ultimate welfare
outcomes is more complex in the case of big techs. In particular, the policy tools
that are aimed at traditional financial regulation objectives may also impinge on
competition and data privacy objectives, and vice versa. These interactions
introduce potentially complex trade-offs that do not figure in traditional financial
regulation. Each of these issues is explored in turn.

“Same activity, same regulation”
A well functioning financial system is a critical public infrastructure, and banks
occupy a central place in that system through their role in the payment system and
in credit intermediation. Banks’ soundness is a matter of broader public interest
beyond the narrow group of direct stakeholders (their owners and creditors). For
this reason, banks are subject to regulations that govern their activities, and market
entry is subject to strict licensing requirements. Likewise, when big techs engage in
banking activities, they are rightfully subject to the same regulations that apply to
banks. The aim is to close the regulatory gaps between big techs and regulated
financial institutions so as to limit the scope for regulatory arbitrage through
shadow banking activities. Accordingly, regulators have extended existing banking
regulations to big techs. Examples include the extension of know-your-customer
(KYC) rules – designed to prevent money laundering and other financial crimes – to
big techs’ operations in payments.19 The basic principle is “same activity, same
regulation”.20 If big techs engage in activities that are effectively identical to those
performed by banks, then such activities should be subject to banking rules.
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Yu’ebao’s importance for bank funding

Graph III.7

Yu’ebao’s asset composition
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Sources: CEIC; Wind; BIS calculations.

In addition to existing rules being extended to big techs, new rules may be
warranted in those cases where big techs have wrought structural changes that
take them outside the scope of existing financial regulation. Prudential regulators
have turned their attention to specific market segments, notably in the payment
system, where big techs may have already become relevant from a systemic
perspective. Where rapid structural change has outrun the existing letter of the
regulations, a revamp of those regulations will be necessary. The general guide is to
follow the risk-based principle and adapt the regulatory toolkit in a proportionate
way. In China, for instance, big techs’ sizeable MMF businesses play an important
role for interbank funding. These MMFs mainly invest in unsecured bank deposits
and reverse repos with banks (see Graph III.7 for the case of Yu’ebao). The rapid
structural change has introduced new linkages in the financial system. Around half
of MMFs’ assets are bank deposits and interbank loans with a maturity of less than
30 days. A risk is thus that a redemption shock to big techs’ MMF platforms quickly
transmits to the banking system through deposit withdrawals. Another concern is
the systemic nature of the payment links when banks are reliant on funding from
payment firms. To address these risks, the authorities in China have introduced new
rules requiring settlement on a common, public platform for all payment firms, as
well as on redemptions and the use of customer balances (Box III.C).

A new regulatory compass
When the objectives of policy extend beyond the goals of traditional financial
regulation into competition and data privacy, new challenges present themselves.
Even when the objectives are clear and uncontroversial, selecting the policy tools to
secure the objectives – the means towards the ends – requires taking account of
potentially complex interactions.
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of payments through a common, public platform enhances transparency by replacing the
Papers, no 779, April 2019.
complex and opaque bilateral relationships between third-party payment platforms and banks (Graph III.C). The new
regulation also redresses the disparity in competitive advantage between big and small third-party payment platforms.
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Introduction of central clearing requirement in China

Graph III.C
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Source: BIS.
 This change is part of a process started in January 2017, when the PBC required third-party payment groups to keep 20% of customer
deposits in a single, dedicated custodial account at a commercial bank and specified that this account would pay no interest. In April 2018,
the ratio was increased to 50%. The increase of reserves to 100% is effective as from January 2019. Payment firms will earn zero interest on
customer funds. See www.gov.cn/xinwen/2018-06/05/content_5296169.htm.     The major stakeholders of NetsUnion Clearing are the
PBC and associated governmental institutes (40%), Tencent (9.6%), Alipay (9.6%) and other third-party payment platforms (40.8%).

To navigate the new, uncharted waters, regulators need a compass that can
orient the choice of potential policy tools. These tools can be organised along the
two dimensions, or axes, of a “regulatory compass” (Graph III.8). The north-south
axis of the compass spans the range of choices over how much new entry of big
techs into finance is encouraged or permitted. North indicates encouragement of
new entry, while south indicates strict restrictions on entry. The second dimension in
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A regulatory compass for big techs in finance

Graph III.8
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Each dot refers to a public policy affecting big techs to some degree. Each policy is described in Table III.3. The placement of a policy on the
compass reflects the choice of a policymaker (financial regulator, competition authority or data protection authority) in terms of:
(i) promoting/restricting big techs’ entry into finance (north-south axis); or (ii) endowing customers with data property rights/restricting big
techs’ use of customer data (east-west axis).
For example, in some jurisdictions, competition authorities have been promoting new entry into finance – including by big techs – (north
direction) by enabling individuals (eg borrowers) to share their financial transaction data among multiple financial institutions (east direction).
This policy choice is reflected by the placement of the green dot “open banking (data portability)” in the northeast quadrant of the compass.
Source: BIS.

the compass spans choices over how data are treated in the regulatory approach. It
ranges from a decentralised approach that endows property rights over data to
customers (east), to a restrictive approach that places walls and limits on big techs’
use of such data (west).
Current practices cover a broad territory spanned by the two axes. These
practices are represented as dots in this space. The placement of the dots reflects
the multifaceted nature of the policy choices in that components of the approaches
can be placed in different places on the compass. The choices also involve decisions
by three types of official actors: financial regulators (blue dots), competition
authorities (green dots) and data protection authorities (red dots). As can be seen
in Graph III.8, the choice of policy tools has been quite heterogeneous across
jurisdictions (Table III.3).
The regulatory compass reflects the menu of policy choices, not the outcomes
as measured against the ultimate goals. The evaluation of the policy choices
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Description of the selected policy initiatives included in Graph III.8
Type of policy
intervention

• Unified Payments

Countries/jurisdictions
India

Interface (UPI)

Table III.3

Content
The UPI was established by the Reserve Bank of India in April 2016. It is an instant
real-time payment system that facilitates transfers of funds between two bank
accounts on a mobile platform, to which all payment service providers have

• Granting banking

licence to big techs

• Regulations on non-

access.

Hong Kong SAR, Korea,
Luxembourg
China

bank payment firms
and MMFs

• Chinese consumer

Promotes competition across a wide range of (or all) banking services, while
subjecting new entrants to strict regulations.
This set of regulations includes reserve requirements on customer balances in
big techs’ payment accounts (“float”), a requirement to channel payments
through a state-owned clearing house (NetsUnion Clearing) and a cap on instant
redemptions for all MMFs (Box III.C).

China

credit reporting
agency (Baihang)

Baihang is a licensed consumer credit reporting platform which collects and
stores personal credit information from its members, and provides credit reports
and ratings. It promotes competition by giving members access to relevant data,
but also restricts the type and use of the collected data. It received its licence

• Know-your-customer

from the People’s Bank of China in January 2018.

Various

(KYC) regulations

• Open banking

Impose the same strict requirements on payment service providers as on banks.
These include the collection of detailed information on customers regarding their
identity and possible criminal intentions.

Australia (open banking),
European Union (PSD2),
United Kingdom (open
banking), Mexico (fintech
law)

The first open banking regulations came into force in 2018. This type of
regulation requires financial firms to make their customers’ financial transaction
(or equivalent) data portable, ie directly transferable to third parties or
competitors, typically through open APIs (Graph III.8, east axis). The conditions
under which data shall be shared are nonetheless restricted (west axis).
Restrictions may be related to the type of data and participating institutions,

• German ruling on

customer consent or reciprocity.

Germany

Facebook

• Indian e-commerce

sources (such as its other services WhatsApp and Instagram).

India

law

• Modernisation of
competition law

In February 2019, the German competition authority (Bundeskartellamt)
prohibited Facebook from systematically combining user data from different
In February 2019, a new e-commerce rule took effect that prohibits foreign
e-commerce platforms from selling products supplied by affiliated companies on
their Indian shopping sites.

European Union,
Germany, United
Kingdom, United States

In March and April 2019, the German, EU and UK competition authorities received
commissioned expert recommendations on how to sharpen their existing
practices and methodologies for assessing anticompetitive conduct in digital
markets. In the US, the Federal Trade Commission has recently been reported to

• Data privacy laws
• General Data

Protection Regulation
(GDPR)

examine potential anticompetitive conduct by several big techs.

Australia, California,
China, European Union,
India, Japan, Singapore,
Switzerland
European Union

Data privacy laws (or adaptations thereof) typically require digital firms with
access to personal data to inform their customers about the usage of their
personal data. They started to be enacted in 2018.
The GDPR came into force in May 2018 and is one of the most comprehensive –
and a precursor of – new data privacy laws being implemented. The regulation
provides that customers have the right to receive their personal digital data in a
structured and transferable way without hindrance (“right to portability”;
Graph III.8, east axis). It also requires data holders to obtain their customers’
active consent prior to using or sharing their personal data (west axis).

Source: BIS.
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according to their effectiveness in achieving the ultimate objectives would require
the further step of analysing the mapping from the policy tools to the ultimate
outcomes. This final step is far from simple given the complex interactions between
the objectives of solvency, competition and data privacy. Nevertheless, the
regulatory compass helps to organise thinking and sheds light on this mapping
between means and ends.

Revisiting the competition–financial stability nexus
Take the concrete example of the interplay between competition objectives and
financial stability objectives. Traditionally, public policy on entry into the banking
industry has been influenced by two divergent schools of thought on the desirability
of competition in banking. One view is that the entry of new firms in the banking
sector is desirable as it fosters competition and reduces incumbents’ market power.
The associated policy prescription is to foster new firms’ entry in the banking
industry by operating a liberal policy on issuing banking licences. Regulators may
also lower entry costs in some specific market segments, especially where the scope
for technological progress is the greatest. In India, for instance, they have favoured
the development of the Unified Payments Interface (UPI), which gives authorised
mobile payment providers, including big techs, access to the interbank payment
system.21
On the other side of the debate is the school of thought emphasising that a
concentrated – or less competitive – banking sector is desirable because it is
conducive to financial stability. Incumbents are more profitable – and thus more
able to accumulate a strong equity base – and have a higher franchise value – and
are thus more likely to act prudently. Moreover, they may have access to more
stable (insured) funding bases. The associated policy approach is to restrict new
entry by maintaining strict licensing requirements for new entrants. In the
regulatory compass, the degree of stringency in allowing big techs’ entry is spanned
by the north-south axis, with north being the policy of being permissive towards
new entry while south is the policy of restricting entry.
However, the relationship between entry and effective competition is far from
obvious when the DNA feedback loop is taken into account. New entry may not
increase market contestability – and competition – when big techs are envisaged as
the new entrants. This is because big techs can establish and entrench their market
power through their control of key digital platforms, eg e-commerce, search or
social networking. On the one hand, such control may generate outright conflicts
of interest and reduce competition when both big techs and their competitors
(eg banks) rely on these platforms for their financial services. On the other hand, a
big tech could be small in financial services and yet rapidly establish a dominant
position by leveraging its vast network of users and associated network effects. In
this way, the rule of thumb that encouraging new entry is conducive to greater
competition can be turned on its head.
The traditional focus of competition authorities on a single market, firm size,
pricing and concentration as indicators of contestability is not well suited to the
case of big techs in finance.22 Just as the mapping between policy choices to
outcomes can be complex for financial regulators, competition authorities may also
need to adapt their paradigms. As part of this effort, some jurisdictions (eg the
European Union, Germany, India, the United Kingdom and the United States) have
recently been upgrading their rules and methodologies for assessing anticompetitive
conduct.23 In India, for example, the main e-commerce platforms are prohibited
from selling products supplied by affiliated companies on their websites to avoid
potential conflicts of interest.
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The new competition–data nexus
By tying market power to the extensive use of customer data, big techs’ DNA
feedback loop creates a new nexus between competition and data.
Abstracting from privacy concerns, wide access to data can in principle be
beneficial. Digital data are a non-rival good – ie they can be used by many,
including competitors, without loss of content. Moreover, since data are obtained
at zero marginal cost as a by-product of big techs’ services, it would be socially
desirable to share them freely.24 Provided that markets are competitive, open access
to data can help to lower the switching costs for customers, alleviate hold-up
problems and generally foster competition and financial inclusion.
The issue, therefore, is how to promote data-sharing. Currently, data ownership
is rarely clearly assigned. For practical purposes, the default outcome is that big
techs have de facto ownership of customer data, and customers cannot (easily)
grant competitors access to their relevant information. This uneven playing field
between customers and service providers can be remedied somewhat by assigning
data property rights to the customers. Customers could then decide with which
providers to share or sell data. In effect, this attempts to resolve inefficiencies
through the allocation of property rights and the creation of a competitive market
for data – the decentralised or “Coasian” solution.25 The east-west axis of the
regulatory compass maps out the range of choices according to the degree to
which authorities rely on allocating property rights to data versus outright
restrictions on the data’s use. The further east one travels, the greater the emphasis
on the decentralised solution based on data portability and data property rights.
However, the mapping between the policy tools and the ultimate outcomes is
more complex in the case of big techs. The DNA feedback loop challenges a
smooth application of the Coasian approach. The reason is twofold. First, big techs
can obtain additional data from their own ecosystems (social networking, search,
e-commerce, etc), outside the financial services they operate. Second, data have
increasing returns to scope and scale26 – a single additional piece of data (eg a
credit score) has more value when combined with an existing large stock of data –
and economies of scope – eg when used in the supply of a broader range of
services. For both reasons, data have more value to big techs. In a bidding market
for data, big techs would most likely outbid their competitors. Letting market forces
freely run their course could not be guaranteed to result in the desired (competitive)
outcomes. Concretely, if banks’ customers were to grant (or sell) big techs
unrestricted access to their banking data, this could reinforce the DNA feedback
loop and paradoxically increase big techs’ competitive advantage over banks, as
opposed to keeping it in check.
Given the network effects underlying competition, the competitive playing
field may be levelled out more effectively by placing well designed limits on the
use of data.27 Introducing some additional rules regarding privacy – while at the
same time allowing selectively for the sharing of some types of data – could
increase effective competition, because the addition of such limitations on the use
of data could curb big techs’ exploitation of network externalities.
This policy choice along the data usage dimension – as represented by the
east-west axis of the regulatory compass in Graph III.8 – has taken centre stage in
the debate on big techs.28 The underlying arguments that bear on the available
choices are reflected in the policies recently adopted in a number of jurisdictions.
Two particular examples are the various forms of open banking regulations that
have been adopted around the world, and the EU’s General Data Protection
Regulation (GDPR). Open banking regulations give authorised third-party financial
service providers direct access to bank customer data and – in some cases – banks
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reciprocal access to third parties’ equivalent data. They also set common technical
standards for APIs, but do not give customers as much control over their personal
data as the GDPR. To the extent that they entail the transfer of data ownership from
big techs to customers, both regulations can be seen as measures intended to
facilitate greater effective market contestability. For this reason, they are positioned
in the northeast quadrant in Graph III.8. Data portability allows customers to
transfer personal data easily across different services and for their own purposes. As
such, it is an important step towards defining the terms of competition in the
financial sector.
At the same time, some of the new regulations also limit the scope of datasharing. Regulations that circumscribe the use of data are positioned in the western
half of the compass. The rationale for limiting the use of data rests on a number of
considerations. For one, not all types of data are relevant for the provision of
financial services. To assess a borrower’s creditworthiness, for example, a lender
may not necessarily need to know their social habits or travel plans. Moreover, not
all types of service providers should be given access to their customers’ financial
data. In any case, there are more fundamental considerations from privacy for limits
on the use of personal data. Accordingly, open banking regulations selectively
restrict the range of data that can be transmitted (eg financial transaction data), as
well as the type of institutions among which such data can be shared (eg accredited
deposit-taking institutions). Similarly, the GDPR requires customers’ active consent
before a firm can use their personal data.29 Both types of restrictions can be seen as
barriers to big techs’ entry into finance. For this reason, they are positioned in the
southwest quadrant of the compass. More drastic approaches involve outright
restrictions on the processing of user data. One example of a policy initiative that
aims at levelling the competitive playing field by limiting the use of data is the
recent rule by Germany’s competition authority that prohibits a prominent social
network from combining its user data with those it collects from its affiliated
websites and applications. Where to draw the line is an issue that involves not just
economics, but also society’s privacy preferences.
The regulatory compass is a useful device to classify the range of policy
initiatives that impinge on the use of data and market entry. However, it remains to
be seen how far these policy initiatives will lead to the desired outcomes in terms
of effective competition, efficiency and soundness of the financial system. A
broadening of perspectives will be essential to make considered policy choices in
this area.

Policy coordination and need for learning
In the face of the rapid and global digitisation of the economy, policymakers need
institutional mechanisms to stay abreast of developments and to learn from and
coordinate with each other.
Some countries have set up innovation facilitators. These can take a number of
forms, including hubs and accelerators, which provide a forum for knowledgesharing, and may involve active collaboration or even funding for new players.
Regulatory sandboxes (eg in Hong Kong, Singapore and the United Kingdom) let
innovators test their products under regulatory oversight. Hubs, accelerators and
sandboxes can help to ensure a dynamic financial landscape – one that is not
necessarily dominated by just a few players. At the same time, their setup requires
careful design and implementation, to avoid regulatory arbitrage and to not
provide signs of support for new but still speculative projects.
Coordination among authorities is crucial, at both the national and the
international level. First, there is a need for coordination of national public policies.
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The mandates and practices of the three different national authorities – competition
authorities, financial regulators and data protection supervisors – may not always
be compatible. Financial regulators focus on the specifics of the financial sector,
whereas competition and data privacy laws often impose general standards that
apply to a wide range of businesses. Second, as the digital economy expands across
borders, there is a need for international coordination of rules and standards
(eg for data exchange).30 To prevent those differences from leading to conflicting
actions, policymakers not only need a new compass but also need to find the right
balance of public policy tools.
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